Chapter Terms

CHAPTER 7

Authentication
session_start

Session properties
Verification code

?=.*\d

?=.*[a-z]

array_keys
password_verify
$_SERVER[ 'REMOTE_ADDR" ]
preg_match
file_get_contents

preg _replace

Password sniffer programs
Timeout period

SQL Injection

session

isset

$ SESSION

18,3

?=.*[A-Z]

header
password_hash
non-registered users
registration page
strlen

preg_quote

expire passwords
limited number of attempts

strtotime

Chapter Questions and Projects

Multiple Choice

1. Authentication does which of the following?

a. Provides security for an application.

b. Verifies user IDs and passwords.

c.  Should use encrypted passwords.

d. All of the above.

2. Sessions do which of the following?

a. Are created using the session_create method

b.  Allow the sharing of information between programs

c. Don’t provide any security benefits

d. All of the above

3. Registration pages do which of the following?

a. Allow the users to create their own user IDs and passwords

b. Can be used to gather information about the users

c.  Should encrypt the password before storing it

d. All of the above

4. Verification code does which of the following?

a. Usessession_start to attach the program to a current session

b. Verifies that a user has logged in
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